[Ipunoxxenne Ne 5 k nucemy
MUHOOpazoBaHus PoctoBckoii o0nacTi
oT Ne

NHOOPMAILIMOHHA A [TAMATKA
JUI OBYUAIOIIMXCA 1)1 PASMEIIEHN A
HA OOUILMAJIbHBIX UHTEPHET-PECYPCAX

C kaxaplM TOJOM MOJOACKH B HWHTEPHETE CTAHOBUTHCS OOJbIIe, a
IIKOJbHUKU OJIHM W3 CaMbIX aKTUMBHBIX NoJib3oBarenerd Pynera. Mexny tewm,
MIOMHUMO OIPOMHOTO KOJIMYE€CTBA BO3MOYKHOCTEH, MHTEPHET HECET U TPOOJIeMbI. JTa
namsTKa JI0JbKHA TOMOYb TeOe 6€30macHO HaXOUTHCS B CETH.

KommnbroTepHbie BUPYCHI

KomMmnbroTepHblid BUPYC - 3TO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX MPOrpaMM,
OTIUYUTENILHOW OCOOCHHOCTHIO KOTOPOU SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKESHHIO.
B nomnonHenue k 3ToMy, BUPYChl MOTYT MOBPEAUTH WU MOJHOCThIO YHUUYTOXHUTH
Bce (pailyibl M JaHHBIC, MOAKOHTPOILHBIC TIOJIB30BATEN0, OT UMEHH KOTOPOTO ObLIa
3amylleHa 3apa)KEHHasi IporpaMMa, a TakKe MOBPEIUTh WIM JaXE YHUYTOXKUTH
OMEPAIMOHHYI0 CUCTEMY CO BcemH (aiiiiamu B 11eioM. B GONBIIMHCTBE Cly4daeB
pacrpoCTPaHSAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTobI 3aITUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Ucnionb3yii COBpeMEHHbBIE ONEPAlMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3HBIN
YPOBEHB 3aIUTHI OT BPEJOHOCHBIX MTPOTrPaMM;

2. [TocTostHHO ycTaHaBiauBai mayTH (MUQPpPOBBIE 3aIUIaTKH, KOTOPHIC
ABTOMATHUYECKH YCTAHABJIMBAIOTCS C IIETBI0 JIOPAOOTKM MPOrPaMMBI) U JIPYrue
OOHOBJICHUS CBOEH omneparimoHHOM cucteMbl. CkauuBail uX TOJIBKO ¢ O(UITUATBEHOTO
caiita paspaborunka OC. Ecnu cymiecTByeT pekuM aBTOMaTUIECKOT0 OOHOBIICHUS,
BKJIFOYH €r0;

3. Paboraii Ha CcBOeM KOMIBIOTEpPE TOJ TMpaBaMH TIOJb30BATENs, a HE
aIMUHHUCTpATOpa. ODTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Vctionb3yll  aHTUBUPYCHBIE MPOrPAMMHBIE HPOAYKTHl  HM3BECTHBIX
IPOU3BOIUTENIEH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanyb HU3NIECKUH JOCTY K KOMITBIOTEPY JJIS IOCTOPOHHUX JIUIT;

6. Vicnonb3yii BHENMIHME HOCUTETU MH(MOpMAIUKU, TaKue Kak Quielika, JUCK
K Gaiia u3 UHTEPHETA, TOJIBKO U3 MMPOBEPEHHBIX UCTOUHHUKOB;

7. He oTkpwiBaii KOMIIBIOTEpHBIC (ailibl, TOMyYeHHBIC W3 HEHACHKHBIX
UCTOYHUKOB. Jlaxe Te (hailyibl, KOTOpbIE MpUCIIaT TBOM 3HAKOMBIN. Jlyulie yrouHu
y HEro, OTOpaBJIsil JIM OH Te0e UX.

Ceru WI-FI

Wi-Fi - 310 He BUJ niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHI,
mapka. Eme B 1991 rogy HuuepnaHickash KOMIIAHUSI 3apeTrMCTpUpOBaja OpeH]l
«WECA», urto o0o3nauano cinoBocoueranue «Wireless Fidelity», koTopbiii
NEPEBOJUTCS KaK «OECIpOBOAHAS TOUHOCThY.



Jlo Hamero BpeMeHu Jomia apyras abopeBuarypa, KoTopast IBJISETCS TaKOU
e TexHoioruen. Dto abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue OBLUIO JaHO C
HAMEKOM Ha CTaHJapT BhICIIeH 3ByKoBOW TexHUKH Hi-Fi, uTo B mepeBoe o3Havyaer
«BBICOKASI TOYHOCTHY.

Jla, 6ecrutaTHBIM MHTEPHET-AO0CTYI B Kade, OTeNIX U adponopTax sSBISIETCS
OTIIMYHOM BO3MOKHOCTHIO BBIX0/1a B MHTEpHET. HOo MHOTHE SKCTIEPTHI CUUTAIOT, UTO
obmenoctynasie Wi-Fi ceTn He ABISAIOTCS O€30IIaCHBIMU.

CoBeThblI 10 0€301MacHOCTH PadOTHI B 00IIEAOCTYTHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro naHyto nHopMaIuto depe3 odmenoctymnasie Wi-Fi
cetu. PaboTas B HUX, KellaTeIbHO HE BBOAUTH IMAPOJIU JIOCTYIIA, JJOTHHBI U KaKHe-
TO HOMEPA;

2. Vcnonb3yit 1 OOHOBJISIM aHTUBUPYCHBIE MPOrpaMMbl B OpaHaMayep. Tem
CaMbIM ThI 00€30MacuIlb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanun Wi-Fi otxmroun ¢pyakmmio «O0muii 1ocTym K ¢aitiam
U npuHTepam». JlaHHas (QyHKIUS 3aKpbITa MO YMOJIYAHHUIO, OJHAKO HEKOTOphIE
MOJTb30BATENIA AKTUBUPYIOT €€ JJIs yI00CTBa UCTIONB30BaHMs B paboTe win yueoe;

4, He wucnone3yi myonuuasii WI-FI nns mepemaun JWYHBIX JTaHHBIX,
HAIPUMeED, JUTSl BBIXO/Ia B COITUATBHBIC CETH WIIH B DJICKTPOHHYIO TIOUTY;

5. Mcnonb3y# TOJIbKO 3aiuineHHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOU UMEHHO «https://»;

6. B moOmwisHOM Tenedone orkimroun Qynkuuto "Tlogxmrouenne k' Wi-Fi
aBromatudecku". He momyckail aBTOMaTHYECKOTrO MOAKIIOYEHHUS YCTPOMCTBA K
cerssm Wi-Fi 6e3 TBoero cornacusl.

CouunanbHble CETH

CornmanbpHbIe CETH aKTUBHO BXOJSAT B HAIY )KM3Hb, MHOTHE JIFOAU PabOTarOT
U KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3apeructpupoBan MIIIUapa 4€I0BeK,
YTO SIBJISIETCA OJHOW CEAbMOM BCEX KHUTeNel MiaHeThl. MHOrMe mojb30BaTelld He
MOHUMAIOT, YTO MH(OpPMAIUs, pa3MEIICHHAass UMH B COIUAIbHBIX CETSIX, MOXKET
OBITh HalijlecHa W MCIOJb30BaHa K€M YTOJHO, B TOM YHCJIE€ HE 0053aTebHO C
0JIaruMu HaMEepEHUSIMU.

OCHOBHBIE COBETHI 10 0€30ITACHOCTH B COLIMAIIBHBIX CETSX:

1. Orpanuub cnucok apy3eil. Y Tedst B Ipy3bsixX HE IOJKHO OBITh CIy4alHbIX
Y HE3HAKOMBIX JIIOJEH;

2. 3amMinaii CBOI YacTHYIO >kH3Hb. He ykaspiBalh maponu, TenedoHbI,
aapeca, JaTy TBOEro POXIEGHHS H JPYryl0 JUYHYIO UH)Opmaiuio.
31OYMBITIUICHHUKH MOTYT UCIIOJIb30BaTh Jake MH(DOPMAITHIO O TOM, KaK Thl U TBOH
POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amumiail CBOIO penyTaluio - IepKU €€ B YUCTOTE U 3aj1aBail cede BOIpocC:
XoTen Obl Thl, YTOOBI JPYTHE TMOJIb30BATENHM BHJIEIH, YTO ThI 3arpyxaemib?
[Toxymaii, mpekJie 4eM 4TO-TO ONMyOJTUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHIIH C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE
peaibHOE UMS U JIPYTyI0 JUYHYIO MH(MOpPMAIUU: UMsI, MECTO >KUTEIbCTBA, MECTO
y4eObl U MpoUee;

5. N36erait pazmenienus ¢ortorpaduii B luTepHere, rae Thl H300pa’keH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIIUTh TBOE MECTOMOI0KEHHUE;



6. [Ipu peructparuu B COIMATBHOM CETH HEOOXOIWMO HCIIOIb30BATh
CJIOXHBIE TIAPOJIH, COCTOSTUE U3 OYKB U ITUGP U ¢ KOJIMYECTBOM 3HAKOB HE MEHEE
8;

/. lns couMambHOM CETH, TMOYThl M JAPYTUX CAWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble napoiyid. Toraa eciiu Te0st B3JIOMAIOT, TO 3J0YMBIILIEHHUKH
[0JIy4aT JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JICHBI'U

DONeKTpOHHbIE JEHBI'M - 3TO OYEHb YAOOHBIM CcmOcOoO miuaTexeid, OJHAKO
CYILECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JE€HBIH.

DNeKTPOHHbBIE IEHBI'M TOSIBUIMCH COBCEM HEJABHO U UMEHHO M3-32 3TOTO BO
MHOTHX T'OCYIapCTBax J0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHr QyHKIIMOHUPYIOT U O HUX YK€ TIPOIMCAHO B 3aKOHE, T7I€ UX
pa3zeNsoT Ha HECKOJIBbKO BUOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3Huna B ToM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercss MPOBOAUTH olepanuu 0e3
UACHTU(UKALIMK TI0JIb30BaTENs, @ B HEAHOHUMHBIX WACHTHU(PUKALIMS MOJIb30BATEIS
SIBJISIETCSL 00513aTEIBHOM.

Taxxe cremyer pasnuyaTh DSJEKTPOHHBbIE (uaTHbIe JEHbIU (paBHBI
rOCYJapCTBEHHBIM BaJllOTaM) W DJIEKTPOHHbIE HedUATHBIC NEHBIM (HE PaBHBI
rOCY/IapCTBEHHBIM BAJIFOTAM).

OcHOBHBIE COBETHI IO O€30N1aCHOI paboTe € INEKTPOHHBIMU JEHbIAMMU:

1. IlpuBsixu Kk cueTy MOOWIIbHBIN Tesne(OoH. ITO camblidl yIOOHBIA U OBICTPHIi
Croco0 BOCCTaHOBUTH JOCTYN K cuery. lIpuBsizaHHbId TenedOoH MOMOXKET, €CiH
3a0yJenip CBOM IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT ¢ HE3HAKOMOIO
YCTPOMCTBA;

2. Ucnonb3yil onHopa3oBble mapoiu. Ilociie mepexona Ha YCHUIECHHYIO
aBTOpH3allMi0 TeOe yXe He OyaeT yrpoxkaThb OMACHOCTh KpaXXH WIM IepexBaTa
IJIaTEKHOT O MapoJIs;

3. Beibepu crnoxsbiii mapons. [Ipectymaukam OyneT HE MpPOCTO yraaaTh
CJIOHBIN napoib. HaxexHsle mapoiau - 3T0 napoiau, KOTOPIE COAEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B ¢€0s1 CTPOYHBIC U MPOMUCHBIE OYKBBI, ITU(PHI U HECKOJIBKO
CHUMBOJIOB, TaKHME€ Kak 3HAK Jojuiapa, (yHTa, BOCKIMLIATENbHBIA 3HAK U T.II
Hampumep, $tROng!;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CaliTaX, KOTOPbIM HE JOBEPSCILIb.

DJIEKTpOHHAS TI0YTa

DJIIEKTPOHHAS MOYTa - 3TO TEXHOJIOTHS U MPENOCTABISEMbIE €10 YCIYyTH IO
NEPECHUIKE U MOJYYEHHUIO IEKTPOHHBIX COOOIIEHUI, KOTOPbIE paclpeAeIloTCs B
KOMIIBIOTEpHON ceTh. OOBIYHO SJEKTPOHHBIA TMOYTOBBIM SIUIUK  BBITJISIAT
CleyromuM 00pa3oM: UMsI_TOJIb30BaATENA(@HUMsL_JIoMeHa. Takxke Kpome nepenayn
IPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh MEepe1aBaTh (Paitsbl.

OcCHOBHBIE COBETHI 110 OE30IMACHON pabOTe C JIEKTPOHHOMN MOUTOM:

1. Hago BBIOpaTh TpaBWIBHBIA IOYTOBBIA CepBHUC. B WHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYILIE JOBEPSITH TEM,
KOT'0 3Haellb U KTO IEPBBIM B PEUTUHTE;

2. He yka3pIBaii B TMYHOU MOYTE JHMUHYIO HHpopMaruio. Hanmpumep, mydiie
BBIOpATh «My3bIKaNbHBIA (haHaT@» unu «pok2013» BmecTo «remal3»;



3. Ucnonp3yil NBYXdTalHyI aBTOPHU3AIMIO. OJTO KOT/a MOMHMO MapoJis
HY>KHO BBOAUTH KOJI, TPUCHUIAEMBbIN 10 SMS;

4. Be1bepu CII0KHBIN Tapodib. [[71s1 KaK10ro Mo4YTOBOTO SIIKKA JOJKEH ObITh
CBOW HAJEXKHBIW, YCTOWYMBBIN K B3JIOMY HapoJib;

5. Ecnmu ecTh BO3MOXHOCTH HamucaTh CaMOMYy CBOM JIMYHBIA BOIPOC,
UCITONIB3YH 3TY BO3MOYKHOCTB;

6. Ucronb3yii HECKONBKO TIOUYTOBBIX AIMUKOB. I[lepBbIii 1151 yacTHOM
NIEPENNCKHU C aIpecaTaMu, KOTOPBIM Thl JOBEPSEIIb. JDTO JIEKTPOHHBIA aJpec He
HaJI0 UCIIOJIH30BaTh TIPH PETUCTpAINK Ha (popymax u calTax;

/. He oTkpsiBail ¢aiiiibl U Jpyrue BIOXKEHHUS] B MUCHbMAaX, Ja)Xe €clid OHU
OPUIUIA OT TBOUX Jipy3el. Jlyule yTouHM y HHMX, OTIPABIISUIM JU OHU TeOE ITU
dbaiisr;

8. [locne oxoH4aHWsi pabOTHI HA TOYTOBOM CEpPBUCE TMEpeN 3aKPHITHEM
BKJIQJIKH C CAUTOM He 3a0y/1b HaXkKaTh Ha «BBIATHY.

KubepOysuivHr nin BUpTyaibHOE U3EBATEIbCTBO

KubepOyummar - mpeciejoBaHWE  COOOIICHUSMH,  COJEp KAIUMHU
OCKOpOJIeHMS, arpeccHio, 3aIyTUBaHUE; XYJUTAaHCTBO; COLMaJIbHOE
OOMKOTHPOBAHUE C TOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KMOEPOYITMHTOM:

1. He Opocaiics B Oo#. Jlyummii crioco0: mocoBeTOBaThCs Kak ce0s BECTH W,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHa4aJle yCIOKOUThCS. Eciam Thbl
HAYHEeIllb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpPOJIEHHS, TO TOJIBKO €Ile OOJbIe
Pa30oAOKeIb KOH(IIHKT;

2. Ynpapnsii cBoel KubeppernyTaiuei;

3. AHOHUMHOCTh B ceTh MHHUMas. CylecTBYIOT CIOCOOBI BBIICHHUTH, KTO
CTOUT 332 aHOHUMHBIM AKKayHTOM,;

4. He cTOMT BeCTH XYJIHMTaHCKUM 00pa3 BUpPTyajdbHOW >XM3HU. HTepHeT
dbuKcupyeT BCe TBOM JEHUCTBUS M COXpaHseT UX. YJanuTh uUX OyAeT KpaiiHe
3aTPyIHUTEIBHO;

5. CoOmro/1ail CBOIO BUPTYaIbHYIO U€CTh CMOJIOAY;

6. UrHopupy#t enuHnuHbd  HeraTuB. OmHOpa30BbIE OCKOPOHWTEIBHBIE
COOOIIeHUS JTyUllle UTHOpUpoBaTh. OOBIYHO arpeccus MpeKpamiaeTcst Ha HadaabHON
CTaJINu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKUPOBKM OTHPABKU COOOIIEHHH C
OINPENIEIICHHBIX aJPECOB;

8. Ecnu ThI cBUzieTenb kubepOysuiHra. TBou elcTBUS: BHICTYIUTh MPOTUB
IIPECIENOBATENS], TOKa3aTb €My, YTO €ro JEHCTBHUS OLCHUBAIOTCS HETaTUBHO,
MOJIJIEPIKATh KEPTBY, KOTOPOW HY)KHA TICHXOJIOTHYECKAsh TMOMOIb, COOOIIUTh
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MOBEJICHUS B CETH.

MoOwmbHBIHN TenehoH

CoBpemeHnHble cMapT(OHBI U TUIAHILIETHI COJIEPKAT B ce0€ BIOIHE B3POCIIbIN
GyHKIIMOHAJI, W Tenepb OHM MOrYT KOHKYpPUPOBaTh CO CTAallMOHAPHBIMHU
KomIbloTepamMu. OHAKO, CPEICTB 3AIIUTHI JIJIsl TIOJOOHBIX YCTPONCTB MOKAa OYEHb



Mmano. TecTupoBaHuE U MOUCK YSI3BUMOCTEN B HUX IPOUCXOJUT HE TAK MHTEHCUBHO,
kak ais [1K, o ke camoe kacaeTrcst 1 MOOWJIbHBIX TIPUIIOKECHHIA.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAIIU
HACTOJIbHBIE aHAJIOTH, OJHAKO pacUIMpeHue (QYHKIMOHAIa BIIEYET 3a COOOM
OOJIBIIYIO CII0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Jlanieko He BC€ NPOU3BOAMUTENM BBITYCKAIOT OOHOBJIEHMS, 3aKPBIBAIOIIHME
KPUTHUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBisieTcs mo-HacTosimemMy OecruiaTHbIM. Byab OCTOpOXKEH, BEIb
Korjaa Tebe mpeaararoT OecruiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO IJIATHBIE YCIIYTH;

Hymaii, npexe 4yem otnpaBuTh SMS, ¢oto mwim Buaco. Thl TOYHO 3HACIID,
r7ie OHU OYAyT B KOHEYHOM UTOre?

Heobxonnmo 0OHOBIISATH ONEPANIMOHHYIO CUCTEMY TBOETO CMapTQOoHa;

W crnonb3yil aHTUBUPYCHBIE MPOTPAMMBI JJ11 MOOMIIBHBIX TeNle(pOHOB;

He 3arpyxaii npuioXeHUs] OT HEU3BECTHONO MCTOYHHUKA, BEIb OHH MOLYT
coJiepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUCHHE;

[Tocnie Toro kak Thl BBIMJENIb C CaliTa, I/I€ BBOJAWJ JIMYHYIO MH(OpMaLUIO,
3aiiii B HACTPOUMKHM Opay3epa u yaanu cookies;

[leproauyecku npoBepsid, KaKUe MIaTHbIE YCIyTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMep MOOWJIBHOTO TenedoHa TONBKO JIOASM, KOTOPBIX ThI
3HAelllb U KOMY JIOBEpsELIb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOIJIa Thl MM HE ToJb3yemibcs. He
3a0bIBail MHOTJ]Aa IPOBEPSTH ATO.

Online urpst

CoBpeMEHHBIE  OHJAWH-UTPBI - O3TO KPACOYHBIE, 3aXBaThIBAIOIIUE
pa3BiieueHusi, OOBEAUHSIOIME COTHHU ThICSY YEJIOBEK MO BceMy mupy. Wrpoku
UCCIEAYIOT NaHHBIA UM MHp, OOILIAIOTCS NIPYT C JIPYroM, BBINOJIHSIOT 3aJaHus,
CpPaXKalOTCsI C MOHCTpaMHM W TIOJYy4YalOT ONBIT. 3a YAOBOJBCTBUE OHM ILIATST:
MOKYTAIOT JUCK, OTUIAYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKUe-TO OMIUH.

Bce atu cpencTBa uayT Ha MOAAEpKaHUE U Pa3BUTUE UTPBIL, a TAKXKE HA caMy
0€30MacHOCTb: COBEPIIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALMH, BBIITYCKAIOTCS HOBBIE
naTuu (udpoBkIe 3aIUTATKHU JJIS POTPaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nog00HbBIX UTpax CTOUT OMAcaThCs HE CTOJILKO CBOMX CONEPHUKOB, CKOJIBKO
KpaXku TBOETO Naposisi, HA KOTOPOM OCHOBAaHA CHCTEMA aBTOPU3ALMK OOJBIIMHCTBA
urp.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecnu npyroii urpok BeneT ce0s II0X0 WK CO3/1aeT Te0e HENPUSITHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. lloxainyiicss aAMUHUCTPATOPAM UI'PBI HA TUI0XO0€ MOBEAEHUE 3TOI0 UTPOKA,
KENaTeNbHO NPWIOKUTh KAKUE-TO JOKAa3aTEIbCTBA B BUJIE CKPUHOB,;

3. He yka3bIBaii TMUHYI0 HHPOpMaLMIO B Ipodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycTanaBnuBaii Heo(uImaibHbIC TATYU U MOJIBI,



6. Mcnonp3yil CIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxke BO BpeMsi UTPHI HE CTOUT OTKJIIOYATh aHTUBUpPYC. [1oKka Tl Urpaeiip,
TBOM KOMIIBIOTEP MOT'YT 3apA3UTh.

OUIIUHT WK KpaXka TUYHBIX JTAHHBIX

OOBIYHOM Kpakell JeHer U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YJMBHIIIb,
HO C pa3BUTUEM HHTEPHET-TEXHOJIOTMH 3JIOYMBIIIJICHHUKA TEPEMECTHINCh B
UHTEPHET, U MPOJI0JDKAIOT 3aHUMATHCS «JTFOOMMBIMY JIETIOM.

Tak mosBWIach HOBasi Yrpo3a: MHTEPHET-MOILLIEHHUYECTBA WM (ULIUHT,
TJIaBHAs 1€ KOTOPOTO COCTOWT B TOJMYYEHUH KOH(PUIACHIIMAIBHBIX JaHHBIX
N0JIb30BaTelel - TIOrMHOB U naposieid. Ha anrnumiickoM si3bike phishing ynraercs kax
¢ummnr (ot fishing - peibHas jg0B7s, password - maposnb).

OcCHOBHBIE COBETHI 110 OOPHOE ¢ PUIITUHTOM:

l. Cneam 3a cBOMM akkayHTOM. Eciu Thl OAO3pEBACIIb, YTO TBOS aHKETA
ObLa B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnonb3yii Ge3omacHbie BeO-CaliThl, B TOM YHUCJIC, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonp3yil clOXHBIE W pa3Hble Mapond. TakuM o0pa3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIy4aT JOCTYH TOJbKO K OJHOMY TBOEMY
npoQUITIO B CETH, a HE KO BCEM;

4. Ecniu TeOs B3JIOMalM, TO HEOOXOAMMO MPEaynpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE JI00aBJIEHBI y T€Os B PY3bsiX, O TOM, YTO T€Os B3JIOMaJH U,
BO3MOXXHO, OT TBOEI0 UMEHH OYAET pacchlIaThCs CllaM M CChUIKHM Ha (PUIIMHT OBbIE
CaWThI;

5. YcranoBu HanexHblil naponb (PIN) Ha MoOubHBIN TenedoH;

6. OTKIIIOUM COXpaHeHHe mapos B Opaysepe;

/. He oTkpsiBail ¢aiiibl U JIpyrue BIOXKEHHUS] B MUCHbMAaX, Ja)Xe €Cld OHU
OPUIUIM OT TBOMX Apy3eil. Jlydille yTOUHM y HUX, OTIPABJISUIM JIU OHU TeOe 3TH
daitib.

[udposas penyrarus

[{udposas permyrarus - 5To HEraTUBHAS WU MTO3UTHUBHASI HH(GOPMAITUS B CETH
o tede. Kommpomerupyromas uHpopMalus, pa3MelleHHas B UHTEPHETE, MOXKET
CepbEe3HBIM 00pa30M OTpa3UThCs Ha TBOEH peanbHOU ku3HU. «lludposas
penyTanus» - 3T0 TBOM UMHJIK, KOTOPBINA (hopMupyeTcs u3 uHpopManuu o Tede B
UHTEpPHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TIOJNOXKCHHE,
0COOEHHOCTH XapaKTepa U paccKas3bl 0 OJIM3KUX - BCE ITO HAKAIJIUBAETCS B CETH.

MHorue mnoApOCTKH JErKOMBICAEHHO OTHOCSTCS K MyOJUKALMH JUYHOU
uHpopmaru B MHTEpHETE, HE MOHWMAas BO3MOXKHBIX MOCIEACTBUM. Thl gaxke HeE
CMOJKEIlb IOrajaThCs 0 TOM, 4To (pororpadus, pa3MmelleHHas 5 JeT Ha3ajd, craia
NPUYMHON OTKa3a NpUHSTH T€OS HA padoTy.

KomMmenTtapuu, pasmenienne TBoux ¢gororpaduii u apyrue 1edCTBHUS MOTYT
HE UCUE3HYTh JaXe MOCJE TOro, Kak Thl UX yAanullb. Thl HE 3HAEIIb, KTO COXPaHUII
3Ty UH(pOpMaIIo, IoTNaia 1M OHA B TIOUCKOBBIE CUCTEMBI M COXPAaHMIJIACH JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpYKaIoIIKe JIIOAH, KOTOpPble HAMIYT U YBUIAT



sT0. Hailtu mHpoOpManno MHOTO JIET CHOYCTs CMOXET JH000H - Kak U3 J0OpbIX
No0YKIEHHH, TaK U C HAMEPEHUEM IPUYUHUTH BPEZ. DTO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI IO 3alIUTe IUPPOBOI permyTaluu:

1. [Togymaii, mpesxie ueM 4To-TO MyOIUKOBaTh U MepeaaBaTh y ce0s B Oore
WIN B COLIMAJILHON CETH;

2. B nactpoiikax mpo@uiis yCTaHOBH OTpaHHYEHHUS HAa MPOCMOTP TBOETO
npouIIst U €ro COEPKUMOT0, ClIENai €ro TOIbKO «IUIs ApY3eil»,

3. He pa3memaii u He yka3piBail HH(GOpMAIMIO, KOTOpas MOXKET KOro-imoo
OCKOPOJIATH MIIH OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE IIKOJBHUKA - AaKTUBHBIE TIOJB30BATENNd IHU(PPOBOTO
npocTpaHcTBa. OAHAKO Jajleko HE BCE 3HAIOT, 4YTO MOJb30BAaHUE MHOTMMHU
BO3MOXXHOCTSIMM ~ 1IMu(poBOro  Mupa  TpedyeT  coONIOJeHUs  MpaB  Ha
UHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun «uHTEIEKTYyadbHas COOCTBEHHOCTH» OTHOCUTCS K pPa3iIMYHBbIM
TBOPEHUSIM YEJIOBEUECKOTO yMa, HAauMHasg C HOBBIX M300pETEHUH M 3HAKOB,
0003HAYaOLIUX COOCTBEHHOCTh Ha MPOJIYKTHl M YCIYTH, U 3aKaHUMBasg KHUTAMH,
¢dororpadusmu, KHHOQUIBMaMH U MY3bIKAJIbHBIMU TPOU3BEACHUSMHU.

ABTOpCKHME TpaBa - 3TO NpaBa Ha MHTEUIEKTYalbHYIO COOCTBEHHOCTh Ha
NpOU3BECHUS HAYKH, JTUTEPATYpPhl U UCKYyCCTBA. ABTOPCKHE IMpaBa BBICTYMAIOT B
Ka4yecTBe TapaHTUU TOTO, YTO WHTEIICKTYaJbHBIM/TBOPUYECKUI TPYyJd aBTOpa HE
OyJeT HampacHbIM, JacT €My CIIpaBeAJIMBbIE BO3MOXHOCTH 3apaboTarh Ha
pe3ynbTaTax CBOETO TpyAa, TMOIYYUTh W3BECTHOCTh W mNpu3HaHue. Hukto 0Oe3
paspelieHusi aBTOpa HE MOXKET BOCIPOU3BOJIUTH €ro  MPOU3BEACHHUE,
pacmlpocTpaHsiTh, MYOJUYHO JEMOHCTPHPOBATh, MPOJABaTh, HMIIOPTHUPOBATH,
MycKaTh B MPOKAaT, MyOJWYHO HCIIOJHATH, MOKA3bIBATH/UCIOIHATh B UPE WIH
pa3memiats B IHTEpHETE.

Hcnonp30BaHne «IUPATCKOTO» MPOrPAMMHOTO  OOECTIEYEHHS] MOXKET
OPUBECTH K MHOTHMM pHUCKaM: OT TMOTEpH JaHHBIX K TBOMM aKKayHTaM J0
OJIOKUPOBKHM TBOETr0 YCTPOMCTBA, IJie¢ YCTaHOBJIEHA HeJlerajibHas mporpamma. He
CTOUT TakKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJibHbIE€ U OECIUIaTHBIE MPOTPAMMBI,
KOTOPBIE€ MOKHO HAalTH B CETH.

O noprane

CeteBU4OK.pd - TBOM INIaBHBIN COBETUYMK B CETH. 3€Ch Thl MOXKEIIIb Y3HATh O
0€30MaCHOCTH B CETU IOHATHBIM U JOCTYIHBIM SI3bIKOM, @ IPU BO3HUKHOBEHUU
KPUTHUYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TaKXKe MPUHATH Y4acTHE B
KOHKYpCax U CTaTh CaMbIM LIU(PPOBBIM IPaKIaHUHOM!



